[\ mxsnrsnzas o e g e e
[=" TUAEEMBESSES ParNEE ExGRAIS S+ EiH7AHE

y pC MIIT Key Laboratory of FAttern Recognition and NEuwral Computing
»y m Pattern Analysis & Machine Intelligence

Mining In-distribution Attributes in Outliers for Out-of-

distribution Detection

Yutian Lei, Luping Ji*, Pei Liu

AAAI 2025



ErURAISmLE+ S5

PAttern Recognition and NEural Computing

I Background PElr'NP_E

OQOD Detection with
outlier exposure (OE)

OOD Detection

Train
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Multi-view Data Model ParN.C

a data point comprises main features, minor features, and noise

window
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(a) example of a multi-view data with label 1 (b) example of a single-view data with label 1



Multi-view Data Model

Example

e When the label is class 1, then:

both w1, v9 appears with weight 1, one of v, v4 appears with weight 0.1
only v; appears with weight 1, one of v3, v4 appears with weight 0.1
only vo appears with weight 1, one of vs, v4 appears with weight 0.1

e When the label is class 2, then

both v3,v4 appears with weight 1, one of v1, vo appears with weight 0.1
only v3 appears with weight 1, one of vy, vo appears with weight (.1
only v4 appears with weight 1, one of vy, vo appears with weight (.1
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w.p.
w.p.
w.p.

W.p.
w.p.
w.p.

80%;
10%;
10%.

80%:;
10%;
10%.

BEIGHAISHLEIT 87

FAttern Recognition and NEuwral Computing



I Multi-view Data Model

Definition

Definition 1 (data distributions D" and D'™). Given D €
[Dir, D, we define (X*™,y) ~ D as follows. First,
choose the label y  [k| uniformly at random. Then, X"
is generated as follows:

1. Denote V(X'™) = {v, 1,vy2} UV’ as the set of feature
vectors used in this data vector X, where {vy 1,vy 2} are
main ID features and V' is a set of minor ID features uni-

formly sampled from {v; 1, 'Ujgz}je[k}\{y}.

2. For each v € V(X), pick many disjoint patches in [P]
and denote them as P,(X™) C [P]. We denote P(X*") =

Usev(xiny Po(X™).

3. If D = D" is the single-view distribution, pick a value
¢ = £(X™) € [2] uniformly at random.
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4. For each v € V(X™) and p € Pp(X™), 1, = 2pv+
“noise” € RY. These random coefficients zp = 0 satisfy:

- In the case of multi-view distribution D = D}":

1) EPE'Pv(Xm) zp € [1,0(1)] when v € {vy1,vy2};

2) Ypepyximy 2o € [Q1),0.4] when v € V(X*™)\
{vy,1,vy,2}. ,

- In the case of single-view distribution D = D}":

1) Y pep,(xin) 2p € [1,0(1)] when picked v = v, 4

2) EPE'PU (Xin) Zp is much smaller than that of Uy, i and can
be ignored whenv € V(X™) \ {v, s}

5. For eachp € P\ P(X™), z, consists only of “noise”.
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I Motivation PElr'NP_E

outliers could contain ID attributes oqtllers mainly consist Of_
minor ID features and noise
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{a) Produced Logits for an OOD Data
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(b) Average MaxlLogit on Datasets
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| Extended Multi-view Data Model ParN,C

Definition
e b t t
I};E}E;llt]on l? (Out;;};f;iil_smbutmn 3? ')' We define X ~ 3. For each v € V(X°*%) and p € P, (X°%), we set T, =
e s e 2pv + “noise” € Re. These random coefficients B 2 1l

. - satisfy that: va 2= € K1), 0.4].
1. Denote V(X°"*) as the set of minor ID feature vectors & E”"EP”{X L EHLL0.4]
used in this data vector X°“*, which are uniformly sampled L )
from {v; 1,v52} jep- 4. For each p € [P]\ P(X°""), , consists only of “noise”.

2. For each v € V(X°%), pick many disjoint patches in [P]
and denote it as P,(X°"") C [P]. We denote P(X°"t) =

Uvevxoury Po(X).
Y < P data patches > Y o P data patches minor ID feature
© © 4 total weight:
SIS I5 813 818 elIZF 1Z2L2 125 1282 ]| we=03
E E V2.1=0.35
1=0.25
° NolDfesturosbutnoise oniy (v) 09w 0w 0354 05 035w,

(a) Underlying OOD data structure in OE (left) and our MVOL (right).



I Interpretability of MaxLogit

MaxLogit based OOD detector. For a sample (X", y) ~
D™ or X°*' ~ D°" and a neural network F'. Feeding
X e {X' X%} into F, we get logit outputs F(X) =
(Fi(X),...,Fr(X)) € REF. Then, the MaxLogit scoring
function is given as follows.

MaxLogit(X; F') = max(Fy(X),..., Fr(X)).
Then MaxLogit can be used in the following OOD detector:

0 if MaxLogit(X; F) < 7,

1
1 if MaxLogit(X; F) > T, @

G(X;T,F) = {
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I(X) = argmax Z 2o (2)
PEPy; 1 (X)U Poj 5(X)
2(X) = max;ex > 2p 3)

pEP,, 1 (X)U Py, 5(X)

I(X) is the category with the largest sum of coefficients on
associated features. z( X)) is this sum value.

Proposition 1. For every X% ~ D, every (X", ys) ~
D", and every (X}, 4m) ~ DI, we have:

(X LX) gud A X < AXE)

FI(Xaut}(XﬂuE)_ < Ff{xgn}(X§n) and
Fr(xouty(X") < Fr(xn)(X,) with Proposition 1, which
corresponds to relation among MaxLogit scores.



I Multi-view-based Learning Objective

confidence loss in OE

N
1 ~ 1T
£GE:§;—lﬂng(y:y|Xj )+
3 M k4
HZZ—ElﬁgPﬂ(ﬂ':ﬂX;m)
j=1i=1

|+
o
m

g minor 1D features COnoise
{b) Optimization objective on legits of OE and MVOL for outliers.
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N
1 - in
‘EEL{}[ - N Z —log Py(3 = y|Xj ) (3)

,3 M k
EZZ “log Py(§ = i|X2™),

= min(logit,(F®, X2"),¢), (6)

where p&j
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{a) Visualization of Optimization Effects
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P rO Method CIFAR-10 CIFAR-100
cEory FPRYS | AUROCT ID-Acct | FPR95|  AUROCT  ID-Acc?

MSP 56.29+162 89594063 94274014 | 80754081 T4T0+100 T74.69 + 021
Energy 41.20+522  89.70+193 9427 +014 | T258+118  79.01+112  T4.69 +o0n
B0 MaxLogit 4168 +49 8969+188 94271014 | 7321 160  788B+111 T74.60 + 021
u-:-' Post Hoc ODIN 4175 +38 8738+241 94271014 | 68.13 1183  T7936+0:1  74.69 o2
& Mahalanobis 2396+126 9281+032 9427 +014 | 460.40+373 8744 +112  74.69 + 021
= KNN 3089+276 94533044 9427 +ou4 | 82024252  T584+135 74.69+o0m
= ASH 4003 +518 90.01 +170 9426 +0n 6331 +191  7935+10  74.23 + 031
E kit Sl VOS 3467+500  9154+192 94.75+0a7 | 7017 +252  B1.73+178 7594 + 02
U e || e 1286 +050 97344007 93.89+017 | 64.67+173 80.17+134 7270 +017
o Energy w/Aux 4.70 + 050 97.77+006 9074 +o024 | 5243 +351 8840+116 62.13 102
Outlier E OE 4.25 + 015 9856 +007 94471013 | 4651 +365 89.78+098 74.02 +o04
uthier BXpostre | op 4 MaxLogit | 4.12 +o020 9858 +007 9447 +013 | 46.20+353 9059 +0s87  74.02 +o004
MVOL (ours) 3.30 +0.19 98.70 +o0s 94.68+000 | 42.96+08  90.69 026 74.20 +033
%ﬂ MSP 5582+246 89524053 9436+0m | 8036+072 T4T72+079 T76.99 +015
= Energy 3823 +172  8997+0s57 9436+o0n | 71.97+102  79.66+057  76.99 +0.15
i MaxLogit 3864 +200 89.94+057 9436+o0n | 7271 +108 7946 +060  76.99 +o1s
% Post Hoc ODIN 4046 +220 8694 +107 9436+o0m | 6771 +0e1 7871 +o078  76.99 +0.15
Mahalanobis 23.06 +064 9294 +0190  9436+0m | 42.36+193  88.39+049  76.99 + 015

=
= KNN 4198 +247  92.70+055 9436 +01n B4.67+272  T3.67+178  76.99 +0.15
= ASH 36.50+143 91554055 94234100 | 59.19+175 80.20+049 T76.41 £ 026

]
= : .| VOS 3058 +43¢ 9223 +107  95.02+0mn | 7201 +181  T79.86+190  77.18 + 028
Z  Outlier Synthesis | xrop 2814419 93.60+03 O410+om | 7407 +oss 77.82+06  74.79+ 009
_4-; Energy w/Aux 4.10 + 024 98.07 +oo4 91484019 | 5281 +352 89.14+o0s1  68.27 +048
E . OE 3.95+023 98.56 +007 94.67+o023 | 47.04+073  8935+t021 7501 013
g OutlierExposure | op |, MaxLogit | 3.61+021 98624006 9467102 | 4692+075 90794025  75.01 + 013
MVOL (ours) 3.34 + o020 08.61 +o06 94.68+020 | 36.62+136 9037 +o043  T76.27 +033
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I Experiment
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Wi Micthod Single Model Setting Ensemble Distillation Model Setting
FPR95 | AUROC 1 ID-Acc 1 FPR95 | AUROC 1 ID-Acc T
- | MaxLogit | 47.39+203  89.81+o0ss 91.38+024 | 40.59+25 90.21+o071  91.94 +009
WOODS 2197 +183  96.02+032 91.20+022 | 51.50+399 84.85+099 89.79 +o0.19
a:—l) OE + MaxLogit | 18.04+13¢  96.57T+015 9224 +008 | 1886+210 96.12+031  92.32 +o0.15
MVOL (ours) 1734 +28  96.21 +030 91.71 +o008 | 1296 +095 96.45+014 91.96 +0.13
WOODS 2204 +236 96.02+03¢ 91.27 + 0.6 51.49 +397 84.86+099  89.79 +0.19
a=0.05 | OE+MaxLogit | 22.11+126 9564+026 91.29+020 | 23.11+390  95.67+o048 91.51 0.8
MVOL (ours) 19.55+14  96.22+016 91.75+023 12.87 +111 96.49+o011 91.74 + 030
WOODS 22.38+230 9598 +035 91.27 + 02 51.59+403 84.85+o098  89.81 +o0.10
a=0.1 OE + MaxLogit | 2549+1e0 9497+030 9092+031 | 2690+30¢ 9524+041 9101 +o022
MVOL (ours) 18.05+158  96.16 t020 91.55 + 031 13.96 + 080  96.07 to1s  91.64 + o028
WOODS 22.03 + 245 9599 +040 91.24+ 0.9 51.58 +4m 84.86 + 099 89.80 + 021
a=0.3 OE + MaxLogit | 37.67+38 92.64+04 89.04+030 | 51.20+617 91.83+057 88.60+0.13
MVOL (ours) 2071 +18 9594+032 9124 +016 | 13.794+093  96.43+016 91.76 + 007
WOODS 2231 +305 9593+050 91.28+042 | 51.49+390s 84.86+099  89.80+020
a =105 OE + MaxLogit | 45.14+29¢ 9022+063 88.04+018 | 5423 +37 8993+021  86.80 021
MVOL (ours) 2553+123 9523 +018  90.79 +o021 1485 +18 9644 +o032 91.81 +o019
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