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BadNets: Identifying Vulnerabilities in the Machine Learning Model Supply Chain
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Experiments

EXPERIMENTS ON FASHION-MNIST DATASET

Target Training Phase Pruning Neurons Adjusting Extreme Weights | Defense with Fine-tuning
vic | atk | testacc | atk acc | test acc | atk acc | test acc atk acc test acc atk acc
9 0 88.8 99.8 83.2 2.8 82.9 2.1 86.3 9.0

9 1 88.7 99.4 82.6 6.5 82.1 0 87.0 0
9 2 87.8 99.8 82.2 2 82.1 3.1 85.6 12.6
9 3 87:5 99.6 84.4 0.3 84.4 0 86.2 0.4
9 4 87.8 99.7 81.0 29 80.6 0 85.8 2.3
9 2 88.6 997 81.2 119 80.6 | 3.6 8.1 | 10.4
9 6 86.3 99.8 82.8 93.6 82.0 0.2 86.0 3.1
9 7 88.5 99.7 82.9 43 83.1 4.6 87.0 17.1
9 8 88.8 99.9 84.7 87.7 85.0 32 87.2 29
ACC  ASR BT B+ S AU T BB+ Z H A
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Dataset MNIST FMNIST EMNIST CIFAR-10004,
Base | Target | ASR(%) ACC(%) | ASR(%) ACC(%) | ASR(%) ACC(%) | ASR(%)  ACC(%)
o | 0949 0992 0991 0901 1 0.854 0974 0837
0 0992 0 0900 0 0.850  0.019 0821
o | o | 095 0991 0992 0905 099 0851 0960 0836
0 0.990 0036 0880 0 0.847 0022 0820
1D , 1 0980 0989 0904 0999 0856 0972  0.820
0 0989 0 0894 0 0.856  0.007  0.790
. | 099 0989 099 0903 099 0857 0911 0827
0 0989 0003 0902 0 0.854 0021 0805
L | 0999 0988 099 0903 0999 0.8 0912  0.07
0 0986  0.041 0901 0 0854 0027 0783
1 0989 0996 0903 0996 0846 0929  0.840
4 0 0989 0 088 0001 0846 0048  0.798
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Dataset MNIST FMNIST EMNIST CIFAR-10cs»
Base | Target | ASR(%) ACC(%) | ASR(%) ACC(%) | ASR(%) ACC(%) | ASR(%)  ACC(%)

. I 0988 0989 0.897 0999 0835 0969  0.762

0 0.988 0 0.880 0 0.832  0.002  0.754

1 0989 0993 0.892 0999 0848 0981  0.781

B 0 0989  0.006  0.880 0 0847 0002  0.772

non-I1D 1 0989 00983 0883 0997 0831 0961  0.772

Dirichlet @ = 0.5 i 0 0988  0.001  0.869 0 0827 0016  0.761

0999 0989 0977 0.88 0999 0838 0935  0.765

: 0 0.989 0 0.862 0 0.837  0.008  0.730

Ll o | 099 0987 0993 088 0997 0837 0933 0755

0 0987  0.002 0877 0 0.836  0.007  0.739

1 0988 0988 0.894 099 0811 0974  0.774

7 0 0.987 0 0.884 0 0.810 0 0.758
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BRARALY] @

Dataset FMNIST
Backdoor Clients(%) 30 60
Clients ASR | ACC | ASR | ACC | ASR | ACC | ASR | ACC | ASR | ACC
0.007 | 0913 | 0.945 | 0902 | 0975 | 0.903 | 0.988 | 0.901 | 0.991 | 0.902
10 - - 0 0.884 | 0.001 | 0.901 | 0.008 | 0.900 | 0.014 | 0.900
0.010 | 0900 | 0.925 | 0.897 | 0971 | 0.895 | 0984 | 0.896 | 0.987 | 0.892
20 - - 0.004 | 0.896 | 0.001 | 0.888 | 0.004 | 0.894 | 0.003 | 0.891
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Dataset CIFAR-10
Backdoor Clients(%) 0 30 40 50 60
Clients ASR | ACC | ASR | ACC | ASR | ACC | ASR | ACC | ASR | ACC
0.003 = 0.845 0.946 : 0.809 @ 0966 | 0.818 | 0970 = 0811 0.954 : 0818
10csa)
- - 0 0.800 = 0.002 @ 0.809 @ 0.001 | 0.804 0 0.815
0.016 . 0.821 0.860 : 0.827 : 0928 | 0.807 | 0958 = 0.816 @ 0.968 : 0.808
200mea)

- - 0.025 : 0.793 . 0.029 @ 0.782 . 0.030 @ 0.789 0.029 . 0.778
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