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'Types of backdoor attacks

Backdoor update Distance and Direction attacks
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' FLTrust (Robust Aggregation)
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Algorithm 1 FLAME

i Imput: n, Go, T > n is the number of clients, Gy is the initial
global model, 7 is the number of training iterations

) Sy S S S K 7 . » Output: G% > G7 is the updated global model after T iterations
3-5 EF iﬁﬁl}” /f?\%ﬁ(fﬁﬁ%ﬁ*%iw_l 3 for each training iteration ¢ in [1,7]| do
4 for each client i in [1,n] do

6 W IQW_‘]%%ZI‘EH H—’ﬁé:}gg;[ﬂffu'l‘ia SRS A Ematrix s W; <— CLIENTUPDATE(G; ;) > The aggregator
- sends G;'_, to Client i who trains G;_, using its data D; locally
to achieve local modal W; and sends W; back to the aggregator.

7  HDBSCANZEZ(-1F10) , £ 035(benign)

6 (C11y.+. Cnn) + COSINEDISTANCE(Wy,...,W,) >
Vi, j e (1,...,n), ¢jj is the cosine distance between W; and W;
Q ﬁ—ﬁﬁﬁﬁ‘%)ﬁ ﬁﬁ”ﬁUpdate LL2-Norm 7 (by,...,br) = CLUSTERING(C]|,...,Cnm) > L is the
number of admitted models, b; is the index of the I"" model
. o 8 (ery...y en) — EUCLIDEANDIS-
9  THHEL2-NormH A7 %S t TANCES(G*_|,(Wi,...,W,)) b e;is the Euclidean distance
between G;_| and W;
> > N — 9: S; + MEDIAN(eq,..., 2, > S; is the adapti lippi
10 S_o0KA I EHiUpdate K/MEAFIZIE N e

10 for each client /in [1,L] do

11 RAORBRBHE N A BRI S5 WGyt (W —Gin) MIN(LY) > Wherey
(= S;/ep,) is the clipping parameter, Wy, is the admitted model

2L S v . fter clipped by the adaptive clipping bound S;
_ e A TR S B N = g ‘
13-14 Xﬂ‘é 5] *%i Z é&{lj\\ le:[ Q lﬁ A /J:f ﬂ;,g)m 12 G; + ):f:l Wé, /L > Aggregating, G; is the plain global

model before adding noise

13 G < A-S; where A = % ‘A /QIn% > Adaptive noising level
14: Gf + G;+N(0,06%) > Adaptive noising
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K-means || K-means++ || DBSCAN || HDBSCAN || LOF || COF || GMM || Isolation Forest
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KMeans Clustering with PCA and Original Agent IDs
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