


Motivation

Based on theoretical works on margin theory for active learning, we know that such examples may 
help to considerably decrease the number of annotations.

However, it requires computing the distance between a sample and the decision boundaries which is 
not tractable when considering deep networks.



Introduction

◼ 对抗样本（Adversarial Examples）：

通过对正常样本添加微小的扰动就可以使得模型产生误判, 而这些扰动基本上不会使得人眼产生任何误判。

◼ 对抗样本的迁移性：

研究表明, 攻击者针对目标模型构造出的对抗样本, 有很大概率可以使得其他的机器学习模型也产生误判。



Introduction

◼ 对抗样本的存在性分析：

✓ 在机器学习模型训练中存在基本假设，训练数据与测试数据两者应该是独立同分布的。而对抗样本集本

质上是偏离正常样本的集合, 破坏了这一假设。

由于训练样本无法覆盖整个输入空间, 模型的决策边界与事实的决策边界必然是无法完全重合的, 而这些
不重合的地方就被成为对抗区域, 可能会产生对抗样本。
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DFAL:Deep-Fool algorithm

Linear algebra： Vectorization：
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DFAL:Deep-Fool algorithm

Three advantages of Deep-Fool algorithm :
• it is hyperparameter free (especially it does not need target labels which makes it more compliant with 

multi-class contexts); 
• it runs fast; 
• it is competitive with state-of-the-art adversarial attacks.
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DFAL:Active select strategy

Active select strategy

• select unlabeled samples with the smallest adversarial perturbation

• add both the less robust unlabeled samples and their adversarial attacks



DFAL:Active select strategy
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